
1.� Dream� Beginners

Introduction - Introduction� to� Dreamhack

How� to� use

- Wargame

- Lecture

- Community

- CTF

Environment� Setup - Virtual� Machine

DH101

- 컴퓨터�과학� 기초

- 리눅스�사용법

- 코딩

- System� Hacking� 101

- Reverse� Engineering� 101

- Web� Hacking� 101

- Cryptography� 101

Tips

(make� life� easier)

-� nc

- SSH

- Docker

- 정규� 표현식(regex)

- 구글링

- Markdown

- Tools



2.� Web� hacking

Web� Hacking� Introduction - 소개

Background:� Web

- 웹� 기본상식

- 웹� 브라우저

- [혼자실습]� devtools-sources

Cookie� &� Session

- Cookie� &� Session

- [함께실습]� Cookie

- [함께실습]� Cookie� &� Session

- Same� Origin� Policy

Cross-Site-Scripting

(XSS)

- Cross-Site-Scripting� (XSS)

- [함께실습]� XSS

- [함께실습]� XSS-2

Cross� Site� Request� Forgery�

(CSRF)

- CSRF

- [함께실습]� CSRF

- [함께실습]� CSRF-2

SQL� Injection

- SQL� Injection

- [함께실습]� SQL� Injection

- NoSQL� Injection

- [함께실습]� NoSQL� Injection

Command� Injection
- Command� Injection

- [함께실습]� Command� Injection

File� Vulnerability

- File� Vulnerability

- [함께실습]� File� Vulnerability

- [혼자실습]� File� Vulnerability

Server� Side� Request� Forgery�

(SSRF)

- SSRF

- [함께실습]� SSRF

Web� Hacking� Epilogue

- Epilougue

- Cave� Party

- Blind-command


