1. Dream Beginners

Introduction

Introduction to Dreamhack

How to use
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System Hacking 101
Reverse Engineering 101
Web Hacking 101
Cryptography 101

Tips
(make life easier)
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2. Web hacking

Web Hacking Introduction
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2t4l&] devtools-sources

Cookie & Session

Cookie & Session
[&tHA&] Cookie
[&H|A1&] Cookie & Session

Same Origin Policy

Cross-Site-Scripting
(XSS)

Cross-Site-Scripting (XSS)
[&HAE] XSS
[&NAE] XSS-2

Cross Site Request Forgery
(CSRF)

CSRF
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SQL Injection

SQL Injection

[87A4&] SQL Injection
NoSQL Injection

[EAHAE] NoSQL Injection

Command Injection

Command Injection
[ AE&] Command Injection

File Vulnerability

File Vulnerability
[ AE] File Vulnerability
[E2}4&] File Vulnerability

Server Side Request Forgery
(SSRF)

SSRF
[8PAZ&] SSRF

Web Hacking Epilogue

Epilougue
Cave Party
Blind-command




